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1 INTRODUCTION
1.1 Object
This Technical Specification describes the criteria that shall be adopted for
filling out the Cause & Effect Matrices (C&EM) for the UNIT’s SAFETY
SYSTEMS during the Detailing Design phase of the project.

AR
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Each C&EM is dealt with in a specific individual contract. This Technical
Specification contemplates the scenarios in which multiple contracts are
celebrated by a single CONTRACTOR, or by different CONTRACTORS, in
which case an INTEGRATOR will be needed (see Chapter 5).
The C&EM shall be filled out according to logic diagrams, P&IDs, Safety
Datasheet, Safety Philosophy and any other project documentation that
specifies how and when actions are to be executed in a SAFETY SYSTEM.
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Any discrepancy between project documents or ambiguous logic definition
required for filling out the C&EM shall be reported to PETROBRAS. In this
case, CONTRACTOR must wait for clarification before proceeding with filling
out the matrix.
The spreadsheet file template presented in Chapter 7, Section 7.1, must be
used without any modification regarding format.

EL

If a contract is celebrated directly by PETROBRAS and a P0 PACKAGED
UNIT, the contract must also follow this Technical Specification.
1.2 Definitions

The company or person hired to analyze
documentation and fill out the C&EM accordingly.

FIRE ZONE

Area of the UNIT containing similar hazards, delimited by
distance, modules, phisical barriers (partitions, floors or
ceilings). The application of this concept aims to divide the
UNIT in related areas, for adequate sizing of the FGS
detection and fire-fighting systems.

PR

CONTRACTOR

project

INTEGRATOR

In a multi-contract project, the CONTRACTOR responsible for
the integration and interfacing of the C&EM executed by all
other CONRACTORS.

PACKAGED UNIT

An assembly of equipment supplied interconnected, tested
and operating, requiring only the available utilities from the
UNIT for the PACKAGE operation.

SAFETY SYSTEM

System responsible for the UNIT’s safety. In the scope of this
document, a safety system refers to any of the following:
Process Shutdown System (PSD), Hull Shutdown System
(HSD), Fire & Gas System (FGS).
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Set of unit operations of process or utility systems usually
associated with the conditioning and treatment of a particular
stream. Each SYSTEM will be assigned a four-number code
for identification and reference (e.g.1233 - Dehydration Unit,
5121 - Water Treatment Unit). This code can be found on
specific project documentation issued by Process or Marine
Systems disciplines.

UNIT

FPSO (Floating, Production, Storage and Offloading), FSO
(Floating, Storage and Offloading), SS (Semi-Submersible) or
Fixed Offshore Unit.

Y

SYSTEM

AR

1.3 Abbreviations

Addressable Fire Detection System

C&EM

Cause and Effect Matrix

CSS

Control and Safety System

ESD

Emergency Shutdown
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IN

AFDS

FGS

Fire and Gas System

HSD

Hull Shutdown System

P&ID

Piping and Instrumentation Diagram

PLC

Programmable Logic Controller

PSD

Process Shutdown System

2.1

EL

2 REFERENCE DOCUMENTS, CODES AND STANDARDS
Internal References

PR

Project Documents

I-ET-3010.00-1200-800-P4X-002 AUTOMATION, CONTROL AND
INSTRUMENTATION ON PACKAGED UNITS
I-ET-3000.00-1200-940-P4X-001 TAGGING PROCEDURE FOR PRODUCTION
UNITS DESIGN

3 CRITERIA FOR CAUSE AND EFFECT MATRICES OF SAFETY
SYSTEMS
3.1 Cause and Effect Matrices issued by each contract
Each contract must contain only 1 (one) matrix file for each of the UNIT’s
SAFETY SYSTEMS. All logic will be represented in these matrices and must
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be stratified in “SYSTEMS” for shutdown systems, and “FIRE ZONES” for
FGS. The stratification shall be done in the sense that causes pertaining to
different SYSTEMS and/or FIRE ZONES shall not be listed on the same tab
(unless it is an interface sheet as will be explained later on).
INTEGRATOR’s FGS C&EM must have a sheet for each of the ESD levels:
ESD-4, ESD-3P, ESD-3T and ESD2, after interface sheets.

Y

INTEGRATOR’s PSD C&EM must have a sheet for each of ESD-2 level after
interface sheets.

3.2 Distribution of pages

AR

In multi-contract projects, the number of interfaces increases and one of the
contracts must be selected as responsible for managing all interfaces. This
responsibility must be attributed to the project INTEGRATOR’s contract.
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Each tab of the spreadsheet file corresponds to a specific page of the final
PDF document. The tabs shall be named “PG_001”, “PG_002”, …, “PG_100”.
More pages may be added if needed.
In the spreadsheet of any matrix document, the first sheet shall be the “Cover
Page”, the second and third sheets, the “Index”, and sheets four through
fifteen shall be reserved for “General Notes”, elucidation and future provision
of logic, interface, or any other information that might be needed. For the last
items, PETROBRAS must be explicitly consulted.

EL

On the matrix files belonging to the INTEGRATOR’s contract, starting at the
16th sheet, two sheets must be reserved per contract for interface treatments.
The even sheets are destined for signals received from other contracts while
the odd sheets are destined for signals sent to other contracts.

PR

In other contract matrices (not on the INTEGRATOR’s contract), the sheet that
receives signals from the INTEGRATOR is always the 16th sheet and the
sheet that sends signals to the INTEGRATOR’s matrix is always the 17th
sheet.
The INTEGRATOR’s PSD matrix concentrates the interfaces with all PSD
matrices of each contract. The INTEGRATOR’s HSD matrix concentrates the
interfaces with all HSD matrices of each contract. The INTEGRATOR’s F&G
matrix concentrates the interfaces with all F&G matrices of each contract. If a
signal from one contract is needed in another contract, it must be sent to the
INTEGRATOR’s matrix so that it could be distributed among the other
contracts.
Signals can only be exchanged directly (without being sent to the
INTEGRATOR for routing) between PSD, HSD and F&G matrices in the same
contract only if these signals are not necessary in any other contract.
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Pages corresponding to unused sheets shall not be removed and must have a
“RESERVED SHEET” watermark. The document shall not have hidden
sheets.
3.3 Meaning of each “CAUSE” field

Y

The “CAUSE” field comprises 7 (seven) subfields, namely: “V”, “P&ID / DRW”,
“EQUIP. OR SERVICE OR ZONE”, “VOTING”, “TAG NUMBER”, and
“DELAY”.

AR

The “VIRTUAL FUNCTION” or “V” subfield indicates wether the binary signal
that serves as input to the C&EM is a discrete signal coming from a physical
I/O card on the CSS (direrctly or derived from an analogic signal), from an
external system sent through network or an interface signal. The “V” field has
4 (four) possible values: “P”, “I”, “T” and “E” that represent each of these
cases, respectively:
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PHYSICAL (P) - When the field is filled out with the letter “P”, it means that the
cause is a binary physical signal, i.e. a digital input signal from a CSS I/O card.
This symbol can only be used once for each instrument. If it is needed on
another sheet of the matrix, the signal must be routed by creating an interface
signal.

EL

TRANSMITTER (T) - If the “T” symbol is used, it indicates that the cause
comes from an analogic physical signal generated by an instrument with a 420 mA transmitter, i.e. an analogic input signal from a CSS I/O card. The
signal is then logically compared to threshold generating a binary value that
will serve as input to the C&EM. This symbol can only be used once for each
instrument. If it is needed on another sheet of the matrix, the signal must be
routed by creating an interface signal.

PR

EXTERNAL (E) - The “E” symbol means that the signal reaches the CSS by
means of network communication instead of a discrete or analogic I/O card.
This is the case with signals coming from external systems such as the AFDS.
This symbol can only be used once for each instrument. If it is needed on
another sheet of the matrix, the signal must be routed by creating an interface
signal.
INTERFACE (I) – The aforementioned symbols may only be used once for
each signal. If a signal is necessary on another sheet, an interface signal must
be created and the “I” symbol must be used. The “I” symbol indicates that a
signal is exchanged between sheets of the same matrix.
For instance, consider a signal generated by a specific instrument on page 40,
row 35 and that the “V” field on this row is already filled out with the “P”, “T” or
“E” symbols. Consider also that this signal is needed on page 52, row 21. In
this case, the following procedure must be followed for generating an interface
signal and adequately routing the original signal:
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The INTERFACE field under EFFECTS on a free column of page 40 must
be filled out with “P.52 R.21”. Assume this column to be 15.



An “X” must be marked on the intersection between row 35 and column 15,
on page 40.



The INTERFACE field under CAUSE on row 21 of page 52 must be filled
out with “P.40 C.15”, indicating that the virtual signal comes from page 40,
column 15.



The “V” field under CAUSE must be marked with the “I” symbol on line 21
of page 52 indicating that it is an interface signal.

AR

Y
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“P&ID / DRW” field: In this field, a reference document is written, such as a the
identification code of the P&ID where the logic is represented. When the signal
comes from another C&EM, this field must be filled with the identification code
of the document of the other matrix so that this number, along with the
INTERFACE field indicates the origin of the signal.
“INTERFACE” field: This field indicates the origin or destination of an interface
signal. The format of this field is P.XX C.YY or P.XX R.YY, where P means the
page, C the column, and R the row. If the signal is sent to a page on the same
C&EM document but it is necessary to indicate a reference identification code
in the “P&ID/DRW” field, the INTERFACE field should be filled between
brackets as follows: [P.XX C.YY] to indicate that the signal does not come
from the referenced document, but comes from a a page within the same
document..

EL

“EQUIP. OR SERVICE OR ZONE” field: Succinct signal description.

PR

“VOTING” field: When a group of signals is responsible for the same cause,
this field indicates the voting scheme (i.e. 1ooN, 2ooN). See Chapter 5 for
more details on the representation of voting schemes.
“TAG NUMBER” field: Indicates the TAG of the signal. When it is a physical
signal (denoted by a “P” letter in the “V” field) the TAG NUMBER must be
equal to the TAG of the discrete input of the CSS I/O corresponding to this
signal, (i.e. the TAG shall be the same as presented on the I/O List).
“DELAY” field: Used to indicate the time value internally used on the PLC
programming code to generate a cause. For example, the time that a very high
level must continue to be equal to or greater than the threshold in order to
generate the LSHH signal.

3.4 Meaning of each “EFFECT” field
The “EFFECT” field comprises 9 (nine) other fields, namely: “DELAY”, “TAG
NUMBER”, “ACTION”, “DESCRIPTION”, “V”, “P&ID/DRW”, “INTERFACE”,
“NOTES” and “SYSTEM”.
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“DELAY” - Used to indicate delay in logical generation of the effect in a
specific column. It can also be used to indicate relative delays between
effects, as is the case with the actuation of valves in Christmas trees of
satellite production wells controlled by solenoid racks.

Y

“TAG NUMBER” - Indicates the signal TAG. When it is a physical signal,
indicated by “P” letter in “V” field, the TAG NUMBER must be the TAG of the
discrete output of CSS referent to this signal. This TAG can be used only one
time, when “V” field is filled with “P”. The use of “P” symbol indicates the end
of a logic and an actuation of a SDV, for example. Therefore, all TAGs with “V”
field filled with “P” must correspond the same TAG in I/O List.

AR

“ACTION” - Describes the action that the logic executes. Possible values are:
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START: To indicate the load is trigged (e.g. turning on a pump),
STOP: To indicate the load is off (e.g. stopping a pump),
TRIP: To indicate the load is off due to the ocurrance of an emergency (e.g. if
there is a high pressure in pump discharge, the pump must suffer an
emergence shutdown by trip),
CLOSE: Indicates, for example, the closure of an SDV,
OPEN: Indicates, for example, a BDV valve opening,
INITIATE: Used to identify signals which generate ESD levels.
“DESCRIPTION” field - Succinct description of the action.

EL

The “V” field has 4 (four) possible values: “P”, “I”, “E” and “V”. The letter “P”
means that it is a physical signal, discrete output signal from CSS and the
TAG to be used is on I/O List. When “I” symbol is used means the logic for an
action is not completed yet and this logic must be sent as a cause for another
logic. The fields “P&ID/DRW” and “INTERFACE” indicates where the signal is
sent. The “E” symbol is used to indicate that a signal is sent by network to
another system.

PR

“P&ID/DRW” field - Used for referring another document, such as a P&ID, or,
when used along with the INTERFACE field, for indicating where the logic
result of a column is sent.
“INTERFACE” field - Explicits the page and the line to which the signal is sent.
When the interface is with another matrix, this field, together with “P&ID/DRW”
field, composes the signal destiny. The field format is P.XX R.YY, where “P”
means page and “R” the row. If it is necessary to indicate a reference
document in “P&ID/DRW” field, and still, indicate that the interface is within the
document itself, the INTERFACE field should be filled between brackets as
follows: [P.XX R.YY]. The logic of a column can be sent to more than one line
and more than one page. In general, the filling method of this field considering
all possibilities would be:
P&ID/DRW field: Number
INTERFACE field:
[P.XX R.YY, WW/P.KK R.ZZ/P.QQ R.VV]
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NOTE: a note shall be included with the “INTERFACE” field, to detail the
interface and make it easier to read.
Where:
i)
XX, QQ, KK are pages from the matrix itself, indicating internal
interfaces, where P&ID/DRW field is not used.
ii)
YY, WW, ZZ and VV are the numbers of lines of signal destiny.

TAG NUMBER
SOLENOID TAG
SOLENOID TAG
SOLENOID TAG
T SOLENOID TAG
SOLENOID TAG

ACTION
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE

DESCRIPTION
PRODUCTION WING
LIFT GAS WING
PRODUCTION MASTER
LIFT GAS MASTER
DHSV

IM
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DELAY
T0
T0
T1=T0+60s
T1=T0+60s
T1=T0+60s

AR
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“NOTES” field - To indicate the note number where the explaining text is in
“GENERAL NOTES” field.

3.5 General filling rules

Signals, instruments and equipment listed on the C&EM shall be tagged
according to I-ET-3000.00-1200-940-P4X-001 – TAGGING PROCEDURE
FOR PRODUCTION UNITS DESIGN.
The interface sheets between matrices of multiple contracts must not contain
logic. These sheets are only for signal “routing”.

PR

EL

The INTEGRATOR’s C&EM must implement the logics for ESD-2, ESD-3P,
ESD-3T and ESD-4 levels and send them to the rest of the matrices.
Therefore, in order for the INTEGRATOR’s C&EM to be able to generate all
ESD levels, all other matrices must send the conditions that create each ESD
state. The detected conditions must be indicated in description field, not the
ESD state.
All signals used in the C&EM, both as cause or effect, must correspond to a
signal on the project’s I/O List. Similarly, all signals on the I/O List that have a
safety interlocking function must be used on C&EM. The CONTRACTOR is
responsible for this consistency analisys between the C&EM and the I/O List.
The actuation of a logic is the actuation of an I/O signal from the CSS. This
actuation must exist only once and it must be identified by the use of the “P”
symbol in the “V” field under EFFECT and the corresponding TAG in column’s
“TAG NUMBER” field. Therefore, it is incorrect to use the same TAG more
than once to represent the same action.
Each contract is responsible for its own I/O signals. If a signal from another
contract is needed in order to fill out the C&EM, it should be requested to the
INTEGRATOR and the information transmission shall be made using interface
sheets. There may be exceptions to this rule, but those must be discussed
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with PETROBRAS beforehand. Examples of exceptions are shown below,
although even these must be confirmed by PETROBRAS.
Trip signals for pumps: In multi-contract projects, in general, the
INTEGRATOR manages the trip signals of pumps. However, most of
the times, the trip causes of a pump in a particular contract are
internal to the contract itself. To avoid a huge number of interfaces in
order to shut down the pumps, the INTEGRATOR must send the
pump trip signal TAG to each contract so that it can be used in their
respective matrix. This TAG shall be indicated in the “TAG NUMBER”
subfield and a “P” symbol must be used in “V” subfield of the
EFFECTS field.

3.5.6.2

In multi-contract projects in which the control panel of a particular
PACKAGED UNIT is installed in a location that is part of the
INTEGRATOR’s scope, for example, the physical interface, interface
signals of this panel with the CSS are managed by the
INTEGRATOR even though the actions are represented in the P&IDs
of the contract of the PACKAGED UNIT. In this case, the C&M matrix
shall represent the interface signals between the CSS and the
PACKAGED UNIT.

IM
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3.5.6.1

EL

When necessary actions are executed by interlocking and control systems of
PACKAGED UNITS, these actions are initiated by discrete physical signals
exchanged between the CSS and the PACKAGED UNIT’s panel. Therefore,
this action must be represented on the C&EM using the physical signal that
generates the emergency stop on the PACKAGED UNIT. The actions which
occur inside the PACKAGED UNIT, such as the closure of two SDV, a
reference document from Package where actions are defined must be
indicated on notes. For such actions, the “TAG NUMBER” field must be filled
out with the corresponding TAG on the I/O List and the “V” field must be filled
out with the “P” symbol.

PR

Logic executed by interlocking and control panels of PACKAGED UNITS
(except P0 packages, according to I-ET-3010.00-1200-800-P4X-002 AUTOMATION, CONTROL AND INSTRUMENTATION ON PACKAGED
UNITS) must not be represented in the C&EM of the CSS in order to avoid
duplicated information.
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4 DEFINITION OF LOGIC FUNCTIONS
4.1 The symbols that may be used on the C&EM to represent logic operations are “X”,
“T”, “N”, “A” and “NA”. Below are some examples of usage. The figures shown below
are just logic implementation examples. On the Cause and Effect Matrix document,
the two first columns shall be reserved for alarm indication.

AR

Y

The “X” symbol on a specific row means that the signal listed on that row is an
input to a logic “OR”. The action on the column represents the resulting signal
of the logic operation. If only one row of a certain column contains an “X”, the
other imput is a logic “0”.

EL
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Example 1:

PR

Example 2:
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Y

The “T” symbol represents a logic “OR” with a time delay. When this symbol is
used, the DELAY subfield of either the CAUSE or the EFFECT fields must be
filled out. There is a slight differente between the cases where the DELAY is
applied to the input signal and to the output signal. The following examples are
illustrative of this subtle difference. The “T” symbol used in the C&EM shall not
be applied to guarantee signal stabilizaton such as is usually done with signals
generated by level transmitters. This “debounce” sort of delay shall be dealt
with in the specific project document called Setpoint List.

EL
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Example 3:
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Example 4:
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The “N” symbol represents an inverter input to a logic “OR”. The inversion is
applied to the input signal, and not the output signal.

EL
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Example 5:

The “A” symbols represents a logic “AND”.

PR

Example 6:
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The “NA” symbol represents an inverted input to a logic “AND”. The inversion
is applied to the input signal, and not the output signal.
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Example 7:

4.2 Representing complex sequential logic

EL

Multiple rows may contain symbols on the same column, indicating multiple
inputs to a certain logic.
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Example 8:
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5 REPRESENTATION OF VOTING LOGIC
5.1 When a group of signals is responsible for the same cause, the “VOTING” subfield
listed under the “CAUSE” field indicates the voting scheme (i.e. 1ooN, 2ooN).

Y

5.2 The signals that participate in the same voting scheme shall be listed on consecutive
rows and shall be separated from other signals by a blank line. A border shall be
placed around the group of signals as to emphasize that the group of instruments will
be participating on the same voting scheme and that a single effect results from the
group.

AR

5.3 The “VOTING” field shall be filled out only on the first row. An “X” shall be placed on
the intersection of the row of the first signal and the cause. The 2ooN indication shall
be placed on the last row of the group.
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5.4 “N” on the voting scheme must be replaced by the number of sensors (e.g. if there
are seven point gas detectors voting on a zone, the voting scheme is 1oo7H for
detected gas and 1oo7HH for confirmed gas).
5.5 Table 1 indicates sample voting schemes for different sensor groups. Limits may vary
according to Safety Datasheet and must be indicated under the NOTES subfield of
the corresponding row of the sensor group. The detectors are not limited to those
listed on the table.
Table 1 - SAMPLE VOTING SCHEMES FOR DIFFERENT SENSOR GROUPS

TYPE

VOTING

LIMITS

1ooN

-

DETECTED FIRE

2ooN

-

CONFIRMED FIRE

1ooNH

3,900 ppm

DETECTED GAS IN ZONE

2ooNHH

30,000 ppm

CONFIRMED GAS IN ZONE

1ooNH

8 ppm

DETECTED GAS IN ZONE

2ooNHH

20 ppm

CONFIRMED GAS IN ZONE

1ooNH

20% LEL

DETECTED GAS IN ZONE

2ooNHH

60% LEL

CONFIRMED GAS IN ZONE

1ooNH

1 LELm

DETECTED GAS IN ZONE

2ooNHH

2 LELm

CONFIRMED GAS IN ZONE

EL

DETECTOR

PR

FLAME

CO2 GAS

H2S GAS

CH4 GAS

CH4 GAS

SERVICE

POINT

POINT

POINT

POINT

LINE OF
SIGHT
(LOS)
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6 MATRIX UNIFICATION PROCESS
6.1 After completing the C&EM tests during onshore comissioning, each CONTRACTOR
must issue an “AS BUILT” vesion of the document contemplating all markups and
necessary modifications. The INTEGRATOR will then be responsible for unifying all
of these matrices in a single C&EM for each SAFETY SYSTEM.
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6.2 The unification of the C&EM by INTEGRATOR must update all links, since matrices
from each CONTRACTOR will change its page numbers once unified. Since all links
will be updated, the interface pages will be eliminated in the unified matrix.
6.3 The unification process of C&EM by INTEGRATOR must be completed onshore, so
that the document is issued before the UNIT leaves the shipyard.
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6.4 Once the unified C&EM is issued, the INTEGRATOR must inform each
CONTRACTOR of the need to cancel individual matrices. The text that shall be listed
under “REVISION PURPOSE” shall also be informed to CONTRACTOR by
INTEGRATOR, stating the unified C&EM number, the revision (0) and the pages in
the unified matrix where CONTRACTOR’s matrix was collated. Likewise, in unified
INTEGRATOR’s matrix, the revision purpose must be indicated and an index must be
created to indicate where CONTRACTs C&EM pages were collated. Further
comissioning tests from this point forward (offshore comissioning) shall be executed
using the unified C&EM issued by INTEGRATOR. Eventual changes that occur after
unifying the matrices shall be carried out by INTEGRATOR.
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MCE_Standard_CO
NTRACTOR_FGS_B.xlsm

